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NEW BIG BROTHER 
 

Who can read your email. 
 

You just sent a message to a friend about a trip to St. Petersburg you're 
thinking of taking. Somewhere a computer is probably "reading" that e-
mail with keen interest, using sophis�cated so�ware to discern your plan 
to travel as well as the specific des�na�on—which is why you might suddenly 
start no�cing your e-mail provider serving up ads for, say, St Petersburg 
hotels and restaurants. 

Google, whose Gmail service keys ads to e-mail content, announced in 
late March that it will be refining its system to serve up more "relevant" ads 
("For example," Google helpfully explains, "if you've recently received a lot of 
messages about photography or cameras, a deal from a local camera store 
might be interes�ng"). The company reassures users that the process is "fully 
automated" and that "no humans read your messages." 

Whether you use Gmail or another service—and no ma�er how much in-
forma�on about yourself you volunteered when se�ng up your ac-
count—any e-mail you send from your home is likely to be associated 
with a specific IP (Internet protocol) address. In other words, if you set up a 
Hotmail account under the name Jane Doe, it may be directly traceable to 
you by law enforcement. (Prosecutors across the United States have suc-
cessfully sought to subpoena records from Internet service providers to 
demonstrate such links in criminal cases.) You may think you've sent an anony-
mous e-mail, but for all prac�cal purposes, it's as good as signed. 

Of course, if you use an anonymous service like GuerrillaMail—which allows 
you to create a temporary e-mail address that lasts just one hour—and log in 
from a public loca�on such as a coffee shop with free Wi-Fi Internet access, 
you should be able to cover your e-mail tracks. But such disposable e-mail 
addresses (which some people use to gain access to websites that require 
an e-mail address during the registra�on process, hoping to avoid spam) 
aren't prac�cal for the vast majority of us. 

And as for e-mail you send from work, beware: Dr. Darren Hayes, a Pace 
University professor and expert in data security, says, "The legal presump-
�on is that no ma�er what you do on your employer's network, there 
should be no expecta�on of privacy." In other words, your employer doesn't 
have to tell you that the computer on your desk and everything that passes 
through it is being automa�cally monitored. 

 

Techie Term:  

DVD+R 

Stands for "Digital Versatile 

Disc Recordable." DVD+R 

discs look the same as regular 

DVDs, but can be used to rec-

ord data. Single-sided, single-

layer DVD+R discs can store 

4.7GB of data, while double-

layer discs can store 8.5GB 

and double-sided DVD-Rs can 

store 9.4GB. The DVD+R for-

mat is not quite as common as 

the DVD-R format, but is still 

supported by most current 

DVD players and DVD-ROM 

drives. Drives that can read 

both DVD+R and DVD-R discs 

are often referred to as DVD?R 

drives. 
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This Months Quote: 

 

SUPERCOMPUTER-

what it sounded like 

before you bought 

it." 

The San Diego-based Privacy Rights Clearinghouse, which maintains an 
informa�ve rundown of employee privacy rights (and lack thereof) at priva-
cyrights.org, is fairly blunt about it: "If an electronic mail system is used at a 
company, the employer owns it and is allowed to review its contents." 

 

Who can Track your Web surfing. 

 
Whenever you visit a website, chances are the site will insert and or up-

date a small bit of code on your computer called a cookie, which allows that 
website to track your visits as well as monitor where else you might end up 
surfing. As Wiredset's Ghuneim explains, "Marketers buy, collect, and pro-
cess many data types, including loca�on data, brand preferences, purchase 
ac�vity, and behavioral data. The data collected by Web browsers adds to 
each of those areas, and marketers can grab that informa�on as long as it's 
disclosed in their posted privacy policy." 

Michael Fer�k, CEO of reputa�on.com, recommends that you "always 
browse in privacy mode." (In Firefox, look for Start Private Browsing under 
the Tools menu; in Internet Explorer, click the Safety link, then select InPri-
vate Browsing; in Safari, look for Private Browsing under the main menu.) 
"That might mean," he adds, "that you have to log in every �me you go to 
your banking site, but guess what: That's be�er anyway." It's important to 
note that some websites won't func�on properly unless you allow them to 
place cookies on your computer. In other words, the price of admission is 
your surrender of privacy. 

Every Web browser allows you to clear cookies a�er visi�ng sites. That's a 
useful tac�c if, for instance, you're checking e-mail on a computer that oth-
er people can access. 

Both Internet Explorer (from Microso�) and Firefox (from Mozilla) recently 
added so-called do-not-track features designed to limit the amount of infor-
ma�on marketers can collect about you as you surf the Web. So far, though, 
marketer par�cipa�on in do-not-track programs amounts to self-policing, as 
there is no force of law behind them. That's why the U.S. Senate's com-
merce commi�ee has been considering legisla�on that would mandate the 
ability of consumers to opt out of being tracked. 

Keep in mind that clearing your cookies or turning on a do-not-track fea-
ture does not erase your tracks. Your service provider may maintain de-
tailed logs of every site you've visited, and other evidence of your surfing 
habits may persist on your computer. In 2007, a New Jersey woman was 
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convicted of murdering her husband. Before the crime, she'd entered four 
words into Google's search box: how to commit murder. 

Comments le� anonymously, or under assumed names, on website mes-
sage boards are traceable too. The administrator of a site, for instance, can 
see the IP address of the computer of any posted comment—informa�on 
that can be subpoenaed by law enforcement. (Some websites even make IP 
addresses of commenters visible to other commenters to not so subtly en-
courage civility.) 

As for social networks, reputa�on.com's Fer�k maintains that even the 
most rigorous privacy se�ngs are not good enough: "The social networks 
will s�ll take your data and give other people access to it. That's their busi-
ness model. So just assume that no ma�er what you post, no ma�er how 
private you think it is, it's going to find its way to someone else." 

While Facebook, for instance, allows you to limit what nonfriends can see, 
people in your social circle may not have the same scruples about your infor-
ma�on. And once informa�on is out there, it can be used against you. In 
2010, the American Academy of Matrimonial Lawyers reported that four of 
five surveyed divorce a�orneys reported seeing informa�on from social net-
works being used in divorce cases. 

 

Who can track what you are watching on your tv. 
 

In 1988, Congress passed the Video Privacy Protec�on Act a�er a D.C. 
newspaper published Judge Robert Bork's video rental records during his un-
successful confirma�on hearings for the Supreme Court. Fast forward to 
2011: Chances are no ma�er what you watch on television—through cable 
or via a service like Ne�lix—at some level, it's being tracked digitally, seam-
lessly, and automa�cally. 

In fact, cable companies such as Cablevision have been experimen�ng with 
"addressable ads" that deliver commercials tailored to your household. Bob 
Fe�er of Massachuse�s based Pluris Marke�ng, a company that helps cable 
providers and other firms conduct such so called data mining, doesn't think 
that's always cause for concern: "Some�mes sharing your data leads to a 
be�er customer experience." For instance, Disney and Toys "R" Us have par-
�cipated in Cablevision's tests, and while they don't reveal whom they're 
targe�ng, it's obvious that they're interested in reaching, for instance, mid-
dle-class households with children. Their spots might be more welcome 
than, say, commercials for erec�le-dysfunc�on drugs. Those who balk at ad-

Energizer Bunny  

arrested,  

charged with battery. 
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dressable adver�sing can, of course, opt out. The burden, in other words, is 
on you, the consumer  

Who can track you on your cellphone.  

What your cellphone can reveal about you. 
 

"In the past decade, the stakes for privacy have drama�cally changed," says 
Jules Polonetsky of the D.C.-based advocacy group Future of Privacy Forum. 
Today, though, even if you do all the right things on your computer—surf in 
private mode, enable the do-not-track feature, etc.—you are likely being fol-
lowed more closely than ever, thanks to what you're carrying around in your 
pocket or purse. "Your cell phone," Polonetsky points out, "is a sophis�cated 
computer that knows all your contacts, including all your friends, and knows 
your loca�on because you always have it with you." 

As the New York Times reported this spring, a German poli�cian recently 
sued his cell phone provider, Deutsche Telekom, to force it to reveal the data 
it was tracking about him. It turned out that over six months, the company 
had recorded his exact loca�on, in the form of longitude and la�tude coordi-
nates, more than 35,000 �mes. As the law stands in the United States, cellu-
lar providers don't have to reveal to their subscribers what sort of infor-
ma�on they rou�nely collect and to what degree. Just the same, for most 
users, the benefits may outweigh privacy concerns. 

For instance, even cell phones that lack sophis�cated global posi�oning sys-
tem (GPS) circuitry can determine your loca�on by triangula�ng your dis-
tance to nearby cell phone towers. Good news if you're lost in the Dismal 
Swamp, of course, and good news for law and order. Both GPS and tower da-
ta have successfully been used in court to demonstrate a suspect's proximity 
to a crime scene. 

Verizon, incidentally, has a service that's specifically designed to invade pri-
vacy—of children. Verizon Chaperone uses GPS to allow parents to pinpoint 
the loca�on of their kid's phone at any �me (on the theory that kids are en-
�rely inseparable from their mobiles). But the biggest privacy threat to cell 
phone users, both children and adults, may be one they bring on themselves 
through services like Foursquare, which lets you publicly check in to loca�ons 
(for example, announcing to your friends that you're at the mall), and Face-
book and Twi�er, which let you add your loca�ons to updates and tweets. 

In fact, in the winter of 2010, a group of ac�vists launched pleaserob-
me.com to raise awareness about the danger of broadcas�ng your loca�on 
to the world. Indeed, last September, police in Nashua, New Hampshire, 
busted a burglary ring that targeted homes whose occupants had posted 
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their whereabouts on Facebook, graciously le�ng thieves figure out exactly 
when they wouldn't be home. • 

Gleaned from Readers Digest June/July 2011 

Computer Quotes 
 

“Software is a gas; it expands to fill its container.”– Nathan Myhrvold 

 

“Standards are always out of date. That’s what makes them standards.”– Alan Bennett 

 

“Computers are good at following instructions, but not at reading your mind.”– Donald Knuth 

 

“There is only one problem with common sense; it’s not very common.”– Milt Bryce 

 

“If you think you are worth what you know, you are very wrong. Your knowledge today does not have much value beyond a 

couple of years. Your value is what you can learn and how easily you can adapt to the changes this profession brings so of-

ten.”– Jose M. Aguilar 

“The more you know, 

the more you realize 

you know nothing.” 

– Socrates 
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Nebs  $82.50      $113.50   $154.50     $259.95     $649.87 

Peachtree  $81.95 $106.95   $147.95     $239.95     $599.87 

McBee  $82.50      $113.50   $154.50     $259.95     $649.87 

Deluxe  $82.50      $113.50   $154.50     $259.50     $649.87 

Intuit  $79.99      $109.99   $149.99     $239.99     $599.87  

Nelco  $103.45     $137.85   $188.00     $343.40     $637.00 

Greatland  $103.45     $137.85   $188.00     $343.40     $637.00 

LTCG  $63.75      $79.90   $101.15       $154.70       $280.50 

Voucher    250         500         1000        2000        5000 

Compare our check Prices! 

 

 

Are you tired of all that spam in your mailbox? 

We have partnered with Spam Bully and offer a 10% discount on the  

product.  Call us for more information or to sign up. 

Tired of remembering all those passwords  

for all your different websites? 

We have also partnered with Roboform and offer a 10% discount on the  

product.  Call us for more information or to sign up. 

We have partnered with several different companies  

to provide a wider range of services. 

We now offer low cost printer ink and toner. 

Check our Prices delivered to your door for 30% less  

than office supply stores. 
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These documents are provided for informational purposes only. The information contained in this document represents the current view of VHC Enterprises DBA Larry The 
Computer Guy on the issues discussed as of the date of publication. Because VHC Enterprises must respond to changes in market conditions, it should not be interpreted 
to be a commitment on the part of VHC Enterprises and cannot guarantee the accuracy of any information presented after the date of publication. 
  
INFORMATION PROVIDED IN THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIM-
ITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND FREEDOM FROM INFRINGEMENT. 
  
This newsletter and website may contain links to other websites with whom we may or may not have a business relationship. VHC Enterprises DBA Larry The Computer 

Guy does not review or screen these sites, and we are not responsible or liable for their privacy or data security practices, or the content of these sites. Additionally, if you 

register with any of these sites, any information that you provide in the process of registration, such as your email address, credit card number or other personally identifi-

able information, will be transferred to these sites. For these reasons, you should be careful to review any privacy and data security policies posted on any of these sites 

before providing information to them. 

The user assumes the entire risk as to the accuracy and the use of this document. This document may be copied and distributed subject to the following conditions: 1) All 

text must be copied without modification and all pages must be included; 2) All copies must contain VHC Enterprises' copyright notice and any other notices provided 

therein; and 3) This document may not be distributed for profit. All trademarks acknowledged. Copyright VHC Enterprises, Inc. 1991-2008. 

To Subscribe or unsubscribe go to www.larrycomputerguy.com and click on the mailing list link or cut and past the following link into your browser:  

http://www.larrycomputerguy.com/subscribe.htm 

 

Website Hosting and Design 

We offer full website hosting including email and design. 

Call us for a free quote. 

248-360-8967 


